Apachel+PHP+SSL+modsecurity modulis

Tatad OS ka jau Jus pasi saprotiet ir Slackware (v10.1), un 1suma ka So visu dabit stradajoSu. No
instalacijas pirma diska uzliekam apacha, php, mysql, openssl pakas (zinu daudzi teiks slikts stils likt no

pakotném) tad novelkam http://www.modsecurity.org/download/modsecurity-1.8.7.tar.gz un saglabajam.

Saksim ar mod_security moduli, atarhivéjam tikko novilkto failu (personigi es visu lieku pie /ust/src)
bash-3.00#tar xviz modsecurity-1.8.7.tar.gz

tad, atkariba no apacha versijas, izvélamies tikko atarhivétaja direktorija apachel vai apache2, atveram to un
nokopé&jam tur esoso failu uz

bash-3.00#cp mod_security.c /usr/libexec/apache/
kad esam nokopgjusi izv€lamies direktoriju bash-3.00#cd usr/libexec/apache un palaizam komandu
bash-3.00#apxs -cia mod_security.c

tadejadi Saja kataloga izvedojot divus failus
mod_security.o
mod_security.so
modsecurity.c atstdjam vin$ mums vél nodergs, ar to pagaidam process pie modsecurity beidzas.
Veram vala /etc/apache/http.conf (ar ko tas jau pec Jusu izvéles (vi, pico)) un lietas, kuras
nepiecieSamas mainit vai pielikt klat, visu http.conf failu neizklastiSu stkumos
Pie ielades moduliem pielieckam

LoadModule php4_module libexec/apache/libphp4.so
LoadModule ssl_module libexec/apache/libssl.so
LoadModule security module libexec/apache/mod_security.so

Pie moduliem pieliekam

AddModule mod_php4.c
AddModule mod_ssl.c
AddModule mod_security.c

braucam talak
ServerName www.kautkadsdomens.lv (nu te Jis liekiet nosaukumu uz kadu Jusu kaste atsauksies)
DocumentRoot /var/www/htdocs/ (standarta, bet Seit Jiis variet likt gandriz jebkuru direktoriju, Seit
atradisies Jusu lapas saturs)
<Directory "/var/www/htdocs/"> (ja mainijat ieprieks€jo tad Sim jabiit tadam pasam ka DocumentRoot)
Lai Jusu servera direktorija nebiitu redzama, Seit ieliekam papildus paplaSinajumus, (piemers ja Jisu kataloga
biis index.php bet Seit biis noradits tikai index.html, tad nenoradot precizi failu atveérsies failu saraksts, kuri ir
kataloga)

<IfModule mod_dir.c>

DirectoryIndex index.html index.php index.php3 index.xhtml index.phps
</IfModule>

atkomentgjam Include /etc/apache/mod_php.conf un Include /etc/apache/mod_ssl.conf

ar to apache conf fails beidzas, bet tad nakamaja rindas més ickop&jam visu saturu, kas atrodas /modsecurity-
1.8.7/httpd.conf.regression-v1(te var izveleties vienu no trim) faila, kad esam nokopgjusi, tad keramies klat
virtualajiem hostiem, jo bez viniem https nestrada, kop&jam sadu saturu faila:

<VirtualHost kautkadsdomens.lv:443>
DocumentRoot /var/www/htdocs/https

Port 443

SSLEngine on

<Directory "/var/www/htdocs/https/'">

allow from all

Options +Indexes

</Directory>

SSLCertificateFile /etc/apache/ssl.crt/server.crt


http://www.modsecurity.org/download/modsecurity-1.8.7.tar.gz

SSLCertificateKeyFile /etc/apache/ssl.key/server.key
</VirtualHost>

ar to mes piebeidzam httpd.conf failu tagad kersimies klat mod_ssl.conf (/etc/apache/mod _ssl.conf)

<IfDefine SSL>
Listen 80
Listen 443
</IfDefine>

<VirtualHost _default_:*>

# General setup for the virtual host
DocumentRoot "/var/www/htdocs/https"
ServerName kautkadsdomens.lv
ServerAdmin es@kautkadsdomens.lv
ErrorLog /var/log/apache/error_log
TransferLog /var/log/apache/access_log

# SSL Engine Switch:
# Enable/Disable SSL for this virtual host.
SSLEngine on

Talakajam rindam jabiit atkomentétam
SSLCertificateFile /etc/apache/ssl.crt/server.crt
SSLCertificateKeyFile /etc/apache/ssl.key/server.key

SSLCACertificatePath /etc/apache/ssl.crt
SSLCARevocationPath /etc/apache/ssl.crl

Talak izmainas faila neveicam.
Parejam pie nakama faila php.ini (/etc/apache/php.ini) Seit tikai viena rinda, kuru vélams izmainit, ja
Jis taisiet nopietnu, tautai redzamu, projektu
; Safe Mode
5
safe_mode = Off
Seit nepieciesams uzlikt On
Seit varétu likt punktu un startgt apaci, tacu ir viena lieta prieks https vajag sertifikatu un iegiistam més
vinu $adi
bash-3.00#apacheconfig

atveras logs spiezam enter
izvelamies YES enter NEW enter

Enter pass phrase for /var/log/setup/tmp/server.key:
un mirgo kursors, Seit ievadam savu supersekjiiro paroli https servera start€Sanai
Verifying - Enter pass phrase for /var/log/setup/tmp/server.key:

apstiprinam vélreiz ar to paSu paroli
un tad atbildam uz visiem Siem jautajumiem

Country Name (2 letter code) [AU]: LV

State or Province Name (full name) [Some-State]: vieta, rajons

Locality Name (eg, city) []: pilseta

Organization Name (eg, company) [Internet Widgits Pty Ltd]: kompanija, uzp€émums
Organizational Unit Name (eg, section) []: dala, nodala uzn€muma

Common Name (eg, YOUR name) []: sertifikata izsniedzgjs



Email Address []: bez komentariem :-)

Ja v€lamies pievienot https boot laika apstiprinam ar YES, tas nozimg, ka startup laika Jums prasis Jusu
sertifikata paroli
Nu tad beidzot start€jam savu kasti un baudam priekus, vai nu skatamies velreiz konfiguraciju

bash-3.00#apachectl startssl

Server localhost:443 (RSA)
Enter pass phrase: te tiek ievadita Jisu sertifikata parole

Ok: Pass Phrase Dialog successful.
/ust/sbin/apachectl startssl: httpd started

Parbaudam vai tie$am ir
bash-3.00#ps aux | grep httpd
nobody 3461 0.3 3.6 77644 8048 ?
nobody 3462 0.0 2.4 75752 5504 ?
nobody 3463 0.0 2.4 75680 5488 ?
nobody 3464 0.0 2.4 75680 5488 ?
nobody 3465 0.0 2.4 75680 5488 ?
nobody 3469 0.2 3.6 77644 8044 ?
nobody 3470 0.0 2.3 75620 5260 ?
nobody 3471 0.0 2.3 75620 5260 ?

23:45 0:00 /usr/sbin/httpd -DSSL
23:45 0:00 /usr/sbin/httpd -DSSL
23:45 0:00 /usr/sbin/httpd -DSSL
23:45 0:00 /usr/sbin/httpd -DSSL
23:45 0:00 /usr/sbin/httpd -DSSL
23:45 0:00 /usr/sbin/httpd -DSSL
23:45 0:00 /usr/sbin/httpd -DSSL
23:45 0:00 /usr/sbin/httpd -DSSL

nunrnarnununununiwnnn

Ka redzams serveris ir piestartgjies, esiet ieguvusi kriptetu (Sifrétu) datu plismu no Jisu servera lidz
klientam, kas apskata Jiisu https lapu. Ja nu kaut kadu iemeslu dél Jisu kaste negrib celties, tad skatieties log
failus, kurus noradijat mod_ssl.conf faila.

Tas ar viss, ja nu rodas jautajumi, komentari, pretenzijas vai vnk gribas kadam uzkakat drosi rakstiet
marexz[at|neolain[dot]lv

P.S. Ak Ja jautasiet ka tad ar MySQL palaidiet phpinfo failu (pie viena php parbaudisiet :-) ), ja nav rakstiet
P.P.S. Kopi raits un visi citi pribambasi GNU licence
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